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sideudterugUnsnilloatunisynsn sauiadesiinuanansaly msnsaadulusunsa
UszanAsne (Malware) #ae
5.6 Wauitegleft (P Address) melutesszuuieiornsaeluvesmireau dnduseainistosiu
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10. aanwuukasiaulusunsu (System Development )
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91UQNABY Uug Sandbox / Production Litely

U
10.4 Front-End e diudmudadeduglysiu (User
Interface) # User fuansnsowiuuagldan
10.5 Backup Ao msdhsasdaya iletlestumnudemeiionfniuiudeya sudleananilade
| filionamuauld 1y Hdd Ws / Snnsaudeyaaingl
BACKU/P’ SN w3s5 lneu3enlevinnis Backup wiaduy

o

. \r - Daily (Backup nnunasUnszuu)
, ‘ - Yearly (Backup U3z nﬂqiuéuﬂ)

10.6 ToUaAUlUNISNAIUNLAZNISNAFBUTLUU

USEN1Aans sandbox (WURINADINITHAIULASNAADUTZUU) dUUIENBUAIEY
= -Server API Gateway

= -Database Server
107l mnAY Wawilusinsuuy sandbox Wity

Flow n1seanuuukasiamlusunsy (System Development)

e © O & 9

Coding —> Test — Deploy WQ Test [—| Deploy
Front End API Database {'
User Gateway / Token ;
= =
¥ AVPI = & Backup
= Dalily, Yearly

11/ 28

Call Center

N callcenter@globalhouse.co.th @ www.globalhouse.co.th @1160



usdn agnwlnavealdad 91im (UMBU)
House, 232 iy 19 Avaseulden d1nelden Soninsesldn 45000

NaheuInnIsuLasRRIUISEUY

@sU Kankana TKsuuaru

i@ Innovation & System Development

I I |

Corporate System Training and System Store Set up &
Support Support Renovate

System Development
& Solution

Cyber security

11. msldauaaanazineanulasaisluaaiin (Cloud Security)
11.1 A15l¥n133us99A21UYNABY (Authentication) Lagn1s

nsvdaUAUNUARNANY (Security Auditing):

- lszuun1siusesainugnaes (Authentication) Jl¥au

RN R e DRI TR T I VY

- P599dUANNUARNNYRENALLEND ATIAFBUNINTIUN

WnduluszuuAaIg M519MANURAUNATNIENAANTU

o a £ Yy = v
11.2 Msdnnsansuazn1siinfedaya
- Awuedvsmsiiveyaserugldaudazseauluaa1ig
v Y . = 1% a I s v 1% o o )
- msisiadeya (Encryption) Weundesteyaiiinuegluaaig wazldnsdhsiadmsu
NNsdeaNITENINAIANUL T
11.3 n133an1sauFsLazn1sdana (Risk Management and Monitoring)
- UszfludagdnnIsANULELIN eI UAANIABEIALLELD
= ’JNLLNumﬁf@]mimmL?Iﬂﬂﬂi’;ﬁ]ﬁ“fUﬂﬁigﬂqﬂ (Intrusion Detection Systems) L ®
M579dUNNSLANALATANURAUNRLUAAT IR
11.4 nMsuUanunannisaulaaniy
- ANAALALSNEIANUUABANBYDITLUUARINBE19EL AL D

- JFudsauarmsdmnsasyuudjuinisuazwedwisuldnuluaane

o

v ° v P XY v v A & '
- afaununsdisesdoya (Backup) wieliiulahdeyaddyiiuluaaadligayme

11.5 NMSHNBUIULAZAITLENIANNSURAYDU
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- Hneusudldnuieriumsinnanudasasdeluaaig

= MTUAUVUIMEAEAIUSURAYEUYBIYARINSIAEITDI T UAR IR LTALIY

JagtumeuieniinisTiuins cloud Afanpsgiuntsinwinulaense fail
1. INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

® bsi 5
bsi. ® &%
Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2022

This s to certfy that:

Holds Certificate Number: 1S 678814

and operates an Management complies with 1SO/IEC
27001:2022 for the following scope:

Provision of Data Center Services (Corlocation), ALS CloudX Services (Infrastructure-as-a-
Service), Enterprise Cloud Services (Infrastructure-as-a-Service), and Enterprise CSOC Services
‘operated including IR. They are referred to 1-SCMS-STD-002F Statement of applicabilty
version F on 20 October 2023.

For and on behalf of BSI:

Michael Lam - Managing Director Assurance, APAC

Original Registration Date: 2015-03-23 Effective Date: 2024-03-23
Latest Revision Date: 2023-11-26 Expiry Date: 2027-03-22

o=

Page: 10f2

making excellence a habit”

2. IT SERVICE MANAGEMENT SYSTEM - ISO/IEC 20000-1:2018

] bsi Qe
bsi. ® &
Certificate of Registration

IT SERVICE MANAGEMENT SYSTEM - ISO/IEC 20000-1:2018

This is to certfy that:
ol |
S cmm
Holds Certificate Number: ITMS 617326
ind operates an IT Service 1S0/1EC 2018 for
the following scope:

Provision of Data Center Services (Co-location), AIS CloudX Services (Infrastructure-as-a-
[T jices, and ICT

For and on behalf of BSI:

("
Michael Lam - Managing Director Assurance, APAC

Original Registration Date: 2014-12:24 Effective Date: 2023-12-24
Latest Revision Date: 2023-11-26 Expiry Date: 2026-12-23
§ Page: 10f2

L making excellence a habit”
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3. MANAGEMENT SYSTEM FOR PROTECTION OF PII IN PUBLIC CLOUDS ACTING ASPII
PROCESSORS - ISO/IEC 27018:2019

bsi. @ &

Certificate of Registration

MANAGEMENT SYSTEM FOR PROTECTION OF PII IN PUBLIC CLOUDS ACTING AS
PII PROCESSORS - ISO/IEC 27018:2019

@SU Kankaa TKuuaru

This is to certify that: = B =um =
u
bt |
L]
Holds Certificate Number: PII 761393
and operates an ISO/IEC 27001 certified ISMS that complies with the commonly acceptad control abjectives and
mn;spoemcmm and takes the implementation guidance of the ISO/IEC 27018 into account for the

PII Processor for Provision of AIS CloudX Services (Infrastructure-as-a-Service), and Enterprise
Cloud Services (Infrastructure-as-a-Service).

@751

For and on behalf of BSI: %
Udomsak Suntithikavong, Managing Director Assurance, Thailand

Original Registration Date: 2022-02-25 Effective Date: 2024-03-23
Latest Revision Date: 2023-11-26 Expiry Date: 2027-03-22
Page: 10f 2

making excellence a habit”

4. CLOUD SECURITY MANAGEMENT SYSTEM - CSA STAR CERTIFICATION 2021

o bsiv e
bsi. ® &
Certificate of Registration

CLOUD SECURITY MANAGEMENT SYSTEM - CSA STAR CERTIFICATION 2021

This is to certify that: ] =
mA
Holds Certificate Number: STAR 678819
and operstes 2 Coud Securty Management System which comples wihth requirements of CSA STAR
CERTIFICATION 2021 forthe following scope:

Provision of AIS CloudX Services (lnhs\mm.lmse Service), and Enterprise Cloud Services
iation with CCM version 4 and ISO/IEC 27001

certificate IS 678814.
A e
For and on behalf of BSI:
Michael Lam, Managing Director Assurance - APAC
Original Registration Date: 2017-08-29 Effective Date: 2024-03-23
Latest Revision Date: 2023-11-26 Expiry Date: 2027-03-22

Page: 1 0f 2
making excellence a habit”
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5. BUSINESS CONTINUITY MANAGEMENT SYSTEM - ISO 22301:2019

bsi. @ &

Certificate of Registration

BUSINESS CONTINUITY MANAGEMENT SYSTEM - ISO 22301:2019

This is to certify that:

|
T
Holds Certificate Number: BCMS 688775
and operates a Business Continuity Management System which complies with the requirements of 1S 22301:2019
for the following scope:

Provision of Data Center Services (Co-location), AIS CloudX Services (Infrastructure-as-a-
Service), and Enterprise Cloud Services (Infrastructure-as-a-Service).

A D
For and on behalf of BSI: Lr™
Michael Lam - Managing Director Assurance, APAC
Original Registration Date: 2018-04-26 Effective Date: 2024-03-23
Latest Revision Date: 2023-11-26 Expiry Date: 2027-03-22

Page: 10f2

making excellence a habit”

6. ISMS CLOUD SECURITY - ISO /IEC 27017:2015

. bsiy s
bsi. ® &
Certificate of Registration

ISMS CLOUD SECURITY - ISO/IEC 27017:2015
This is to certify that:
oM

[}
=m

B il

Holds Certificate Number: CLOUD 761392

and operates an ISO/IEC 27001:2013 certified ISMS that complies with the commaonly accepted controls of, and takes
the i of ISOfIEC 27017 for the following scope:

Provision of AIS CloudX Services (Infrastructure-as-a-Service), and Enterprise Cloud Services
(Infrastructure-as-a-Service). They are referred to I-SCMS-STD-002F Statement of applicabilty
wversion F on 20 October 2023 and in association with ISO/IEC 27001 certificate IS 678814.

QU U

Udomsak Suntithikavong, Managing Director Assurance, Thailand

For and on behalf of BSI:

Original Registration Date: 2022-02-25 Effective Date: 2024-03-23
Latest Revision Date: 2023-11-26 Expiry Date: 2027-03-22
Page: 10f 2

making excellence a habit”
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12. Business Continuity and Disaster Recovery

A2MUABLLBIN9TINA (Business Continuity)

[

USEMaNUn503nwINTTUSNskas M s iuaund Ay luseninuasndunnisaiivenysdn wu

o

a

fusssuf n1slaninielaives Wihau vieaunsaldates iWmuneveInITIUHLANABILDINIY

v A

sNAveIUTENAL A1sannamgaiiy Undesayanasszuuididy wazvilvdulainuidnuay

=CN

[

ninensfidfgylasunisituuazanunsadrulsegasasuaznduindniunsniuund

@ Y

Chairman of The Cyber Security Working Group

|
G

Cyber Security Working Group

Recovery Team

] o a 14 a

N3UNUANNGBLTBImMeTsha ludlad
1. AsUsBliuAMUENe: NIUTENUsTliuadeuasiuAn AN AnTUTI01 VI UINIS
aulefivngavedn Wy ANaumaITeeEsaRITTeTeNiLIs MsavlinauUaensdy ey

535UYIR V3NV UNaNTENUNDNILARTUINIUANTTALYE I LA SA T U UYDIUTEN

2. MIUATIEINANTENUNNGINY NsuTEniinisimunssuuled
NdAguazionnatntudndudmiunsaniuanuvesuiem
U3t UNANTENUNNNITRULAZNITALTUUNDIAAATUIN

nsngaveinvasnuszuuled
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3. uwwuawdaiiomiegaRa (BCP): mauTnitauunuiinsounquasuiunouiidosufiin
sEmimsvgaTsin waznagnddmiunisdisesuardfu tassadeiiugiuuasssuuniaden
wHuMsAoans uasunumuarALSURaveUesiylof

4. nsdrsasuasfudoya: mavinlidunounisdsosdoyadulsedr Sdeyaddyldsunis
Untosuazannsadauldlunsdifiinmvgnasin neaeunsiiudeyaiilensiaaeutszavdam

5. MINBUAUBIABIANITAL yauisnindefiunarinuatuneulumingadu nmeuauss way

[y

ussmgn1salinuled Fesuduneulunisdudiieanmunidlees n1snsrvaeunisasln
%3 YN Y o ¥ a
Anudaendy wagmsgauszuulivihaulamuuni

6. NISNAFBUBALANSTHNDUTH: USENINUAlAIN1SNAZ0ULNY

5995UNSANTUgINY0E9aLlas (BCP) LRgIfUATUTEUY

ansaumakazAulasndenisloiues edretieslas 1 Ass

= ° fal o v = v ' I A P

sydan1sTiasnugn1saiinglteiieliuwilainfiuled

AWALAUUNUINKAZAILSURA YO U UTUYILAANS

AN
7. M33ANTSELHEUINTS: MauTEmUszdiuunuasailomis

[ [

a1y Iavivennasszaun1sliuinig (SLA) itatauieliianunionld

NUKAZNTOAUUINIS

8. msdea1swazn1sIansNduladIuds: ausenaiiwemnamsdearsuariusianeaiively

Aidruladiudensudeyasenitanisveasedn iudnisaearsniglusidng naenaunis

v

doansnguaniugnm 4A1 wariienumiugua

Y Y

9. mMsUsuUtedssailias: MeusTnnumukazUTuUTwuALsLdaanegsiadulsedin
UNBSEUNIATUAINMANTTAIASITBLUUNAGRY Lavdnavagiauaiiednuiennmuwazinalulad

mandulniieuuunulivunzay densldunuaiuneiliomisgsianuinssluduled

[

US¥ManunsnaaRansenuIInNMTentein Susesanuniesldinuvesseuuiastoyandifay
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N13AUAINAMUEENY (Disaster Recovery)
N15319uNUANURBLTR Mg IAI A un sy sz uuled weundndu

wazdoyalagiansna ImansaiNvenvsdn NIUTENINTIHRUANABLTBIMNS

] ¥ |

53030 udyNINI19NIN0INSINBINITATHRLlUTENI AT NEINITNY AT BN

'
a wva a

nsnAuINAeiURngITesiunsfaumanaliauazn1siullaswaseiugueu

lefilnaanny

29AUsENAUNANLALTEAITNANTUIVRIUNUNTHAUINANUEENE:

1. nagnsn1sansesdayaunasn1siAu nsusEnimuang
e gnsnsdsesteyaiimnzandmivszuulefinazdoyavesuien T
p1amfunsdsestoyalussdludmuiifuieyauenanufivio

¥
a & £ [

VUAAIA LazI1a8953UUNaAYlUTINUMAUToLaNI2UUU uay

kY

MvuaingUseasnvedndau (RPO) uaringuizaeAvadiaInsneu

(RTO) tierimuadadnfinfueusuladmiunisgymevestoyawaznisvenyinau

o

2. msdnaasdayauazanudndou ausenltinalulagene wu nsiasstoyauaznisiises
esnwdunteyadigauuuisealny ddvilvidulaladminssuuniosunidassuuniladumad asdl

dundrsesdmsunisiau

=

3. leAn1sfAuanndenda neusenseylavasisiumissewisenudtayaiianunsainaoay
Faldnuszuulefiuaglasadeituguiiddylilunsdiinsoidd ledilaswaieiiugi msidouste
uazn3nensidnduiiedAunsdniuns

a. fufAuszuy mavTEnindefiuaneisuinvoulunsdansagdnfiunsuwudiuszuy
WBUMINEUNUIMKarANUTURAte Ul vaN TN LY Laznsivdeu wazlasunsinausLLaTIEUNTaY
fagUfURnuegiuszansam

5. Jumaun1sfiau neuisnimutuneulasasBendmiunsiiuszuy T ueundiadu uas

Toya Tumauwianll Tauugtifiastunaudniunssuaussuy MIAUAITaya wazn1sVAgeU

6. N1INATDUKALNITUIFITNYY NUTEVIMAdaULNUNITiAUsTUULTY resting

\ﬁ@
1 o -

Ta3a azinssinwuarduinnegvainaue L

UsEaWNon519a0uUTEaNTA N LLawﬁmimaauﬁamadauLLazLﬁugﬂLLUUL‘W@

O

|

= awv o ' = o -
7. NN5a8E15WazN1SUTZEIUNIUY NNIUSEAUUATRIINIsdeasuazlusianeandniay e

o L3

1899801UNTUABNTRAIIY LAazATINEDU 915A1AT YOS LarTzUUd1TeY

nsUszaununiivsEansnmseninsaundntufiuseninafindenda wasinuaisn1sudsnansagaly

v

gaineItes Taufaniiney gnen wazea
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8. nsdaienansuaznIsAIUANNBTTY Meutminvienaisiigndosuazutlagiuves
wunsiAuAIAEme TufseaziBeanisimun laezunsuiadetns wazdeyanisinse el
audnlufiuiiAedosenmsatidaenasldie

9. MsUszaUIUAURUIELadWateeas suTTUsanunuiuneuardliuinisyanad
aadtelritinumionlunslianulussnitensdiu wazadedennatuay SLA fifmununuimuazaiiy
SuRaveuegreatnulunsdiiinde g

a va &

10. n13UFuUgeagenalilas aUTEMunINLaESNAALRUNSALAINAe TR uUsETINY

a ey ¢ 1 a a vy v g v
UV]LiEJUV]‘l@ITUQ']ﬂﬂ']iV]ﬂa@‘UL‘Viﬂﬂ'ﬁm@'Ns] ‘V!ﬂ"]6LfﬂEJ‘Ll LLaZL‘UaﬂuLL‘UaﬂIUIﬂs\‘]ai'NW‘Uﬁ']u@qu‘l@‘w&["w

gnavegiananeltumalulagnisvulyduasunmafUaNangaeUSuU U seansamuaun1sfAu

Disaster Recovery (DR Site) for Business Continuity

. . ) 4 .
Primary Site DR Site

!
3

Data Base Data Base Data Base Data Base . Data Base ...
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13. 1msN1sinwIANAUaaatensleues nsnauduasasuanaInlYues

UBNIININATNTAN 9 Tinanidrineiu niinnuvessmannsnasuauenunRnUnf
LazudsruEsmefiintuainnslenila q AReatesiu Cyber Security fhussuumsiiuing “IT
Service center” Zvo1vauiAntuldlunsuftioy Tasudeiumsdised

cybersecurity@globalhouse.co.th aziiimtnntemaluladansaumnasusasluandunisey

nszUIUNIsHaztuRaUNMsALiuuneantuulilaai3afian (incident report and escalation process)
el Msdeansuarsenuliiettessuluaiiunsg dasssiudvtiuunnis fe guimssedugs

P 1% & a a i I3 2
NENYIVB 3'33J‘V]\‘13Jﬂ'139]@9nllNaﬁnﬁ]'ﬂ’mgLmeﬂiSLﬂu‘ﬂin'mUau

nMsdedsuazn1sausuAulasniylyiuas

[ 1

nsdeansuarnIseusuaulasnsieluuesuaz nsunlesanuludiudiuazdayadiuynna

Y

YDIUFTEN NUSENLOUTLAALDS FoaNsuarausuAuAuvasnieluuas wazdelrndnaiudilaway

o v o

uineatudunsendlsiuaineaintu diuniswenndadu Agilis HR winauynaulueRngdnd

a o . A aou vy Y P I ° ' Y o o
wazLIB U3 e-learning AUSINlaUsENeLe tay dniseusuilulsesanegalsetay 1 ASY

1139 & & Nf 5l 9% N M 90%8E 1140 & B

Global e-learning
1D: 0152041604

INBTS , OUT:—

Global e-learning

awnunusith awnfl 00042, GruiuELRG

EIObaI \ 4 " uSoddof H0346/2566 udowiinowluB 8L e-learning
o N
J

wyHan

WanS3ua/UssSamsan >

CYBERe

e
SECURITY BE R >
ulnemssnnnowdasatadunalufadansatina at@msrou asusuidou 5
- Next
o2
ﬁ > | #5 >

varhvudsona Uss3amssusadu

Covid-19

4. wwudsIIMSIEUMDLN >
2/ rmvussowdnmu

o Y i
Bhsuusnamud >

N\ nevnuasoviduot >
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MeUsEniidnnisevsuuazdunufgiuanulaenitlaueieinuauiwasinue i
ausungiuuleuIgaulaendevedeAns MsUsudiuanudssdlsiues wagn1sdnnismanisal

v ada X <
ANUUaenfsinTuluesAns

*

B

A v ¢ < ! d' = d' =
ﬂ'ﬁﬁaﬁ'ﬁLLa3ﬂ’]iE)‘Uillﬂ’J’m‘Ua’E]G]ﬂﬂl%UEJiLﬂ‘l«!ﬂ’i%U’JUﬂ’]iﬂ@L‘UEN Wesannnsilagullasmanalulad

o o A

wardunsrenluuesiintusgiate egalsinu nssuiuasleiuanuvaendelevesidudsdAgn

o

meusenlianuaulanarinsimuanuiiasinuelusuilegeaiiays
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14. AwazmsnseinanuRansluuasnneluaing

14.1 145w (Password) siemsszysaildaug vieswaruuuuldaduies (OTP: One Time
Password) ¥esyanaduIingsruuasuinnesvesuIEM MIs1u dnaen euli wAly Wasuulas au il
Tawiteusglovidmnunzevesidulasuszanmauide 1siainu (Password) niessiaglidunio
swarunuuldadaiior (OTP: One Time Password) vidoaslaligauldaanudy vioswadlduazanslu
N15MUTEUUABUTILADTVDINULDN

14.2 Wameteyagsiatonmivesuidniiiumnudunsegnuntaunipulaglildsuoyge
NNUE nunaluevdolddeyavesudtmitoame S1mine wandreungBuiloysslovidsn &u
folviinALESELAUTEN

14.3 &nasu Uasuudassian1u (Password) videteyauszindvesldseduile
wlaigszuuneuiiumes ionszyhmsasasenindauvesusvnievesgnimierinlideuide
Forde

14.4 yhmsdaaenvieililunseunsesdsliaumsnienangmne wu demnu sUnwaun
ounans (udu siiedsduladuiduniseniiuaantumni maun waznszamndn3d wieges UaniuliiAn
AuwanientundusErrursentnaunIe aianudemeluiuuiumy

14.5 mvlue dnasu fndls AvuadunsSononsiadeyadidnnselind lngltinteslonie
weluladdulauielilfundsteyavidomudvresyanaduvievesuismlavaslaliiAneaudomenn
yAnaBUVIBUIE

14.6 Uszum 1duide liszsiase e sudumeliyaraduaunsadnasuniethteyavesuitmly
Doy Smitne D1euan nengiinfeszuuitliian vielildsueygalildnuada viewsunieniy
viovhanedeyamsauma szuuneuimes viegunsaline WleairsmnuidemesiouTin

14.7 fadsoldumenduasUssuam Hacking Tools iewendnisulafifeadosiunis
pyvasULarindseyaddyesuith snuyanaviemhsnuiisuRisveusunsasnfovessy U
wealulagasaumalagianiy

14.8 yhmsidensegunsainewinnes viegunsaldidnnseinddulairfussuuneufnneivie
wotnsvesuisvlagliildsusugnanumhenuiisuiaveurhmssinuauasinds vierdeuuas P
Address Fenuiadlaglildsuounmanmhenuiiiufietey vinsudly daulas vieindoudetudan
asfUsznavsruRenfmaslaenan et Tudugunsnirouiinme soulalilinindauvesustman
revioRnduiuiBufunindauresuisnlaglldsuoynn

14.9 dadonrumiedeyanlimnzanlngliszuy E-mail vieltinteslodeansvesuish wu

viuUszam ana Insslen Tdde aniuvsedsanunegnla Wusu 19 Internet vi3e52UU Intranet
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a . A4 ay 1A ) a a o v a s cd A & v e a v A
3o E-mail luisesildiferdesiugsiavesuivn taeuiiunesuazgunsalduidunindduvauiuniiie
L a A 6 1
anutuiiaseuseleyidiunuy
14.10 19 Software Nliiiifvansgnaeswmunguinevsenuiuvn lildeugnlvldvienana
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